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Product overview

Thie HPE Aruba Metwarkmn CX 8200 Switch
Senes 5.8 next-gen lamily ol staeckable
access swilches ieal lor enlerprige branch
affices, campuses, and SME netwarks
Createdd lar garme-changing aperational
afficiency with buli-in analytics and

s termnaticn, 1 O &200 switches pronde
an enferprise-class access layer solutic
that's simipke and secunme

Bt from the Qrounsd Wi a combination
af cunEsg-edge hardware, ol reare and
aralyics and aurermaton tools, 1he slackable
X ER00 wariiches are part ol 14 HPE
Aruba Metwarking CX swifching partfolia.
Biy combinmg a modesm, hely programmable
aperating systam with the HPE &muha
Matworking Maraaf Analyiics Engins
{aED the CX H200 brings industry leadng
rranitoing and roubleshooning capabilites
to 1he access layer

A poweriul HPE Aruba Naiworking
Gen7 ASIC architecture delsers refable
parformmancs and anterprise—lass featuns

support with fiexible programmability for
lamords's spplicanons. The CX 2200 6k
designed far simple deplowyment using tha
Infulimea HPE Aruba Memwarking OF Mabile
tnp that speads install contigurstion and
sizcking of up o B switchas, The S 4200
swn il series includes fioed (X A200F8

and moclar (UK S200M ) ssiches with

Eailb-in high-speed upiinks. Fised swirches
support up to 20W of PoE per port Flexiths
meddular switches ofler hot-swappalbde power
supplies and fans for enhanced resibancy

ared redurdancy, ard oo ta &0W of PaE par

part to power the latest kol dewices, security
Cameras, and wiralgss APy

HFE Aruba Metwarking ey ramic
Segmeniarisn extenss HPE Aruba
Metworking's foundatioral wireless
rale-based poiicy CapabiEly 1o HPE Aruta
Matwarking wired switchies. What thes maans
i5 That The came SeCurily, ey suar e e
andi srmpdfied [T managemant can ba
enjoed Thieghoot he network. Regardless
of how vsers and 10T destices connect
rarssient plicies are enionged aonsss wired
anad wireless networks. keeping iraffac sacurs
dnel separgie

Product differentiators
ADS-CX—a modem soffware system

rne HFE Aruba Metwarking CX G200 Swaich
Senas is based on ADS-CX, a modern
database-driven aperaring systerm 1hm
aurfamates and F.I|T||:"|l| 25 Fany oriical and
camples netwark rasks

A Baailt-im Himee senad dadobase enables
customers and devalopers toutilize softwamne
scripts kar histosical froutdleshaoting, & wall
as analysis of past frends.
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= Smple. one touch doplovmend
waithy 1hes HPE Ak Metveorbing
¥ Mabile App

= Agromarad condaguration
and - werdicaton with HPE
Auuba Metwardng Swisch
MUlFFESE Soltware

= Spoum ared simpls acores
for users and T with
HPE f&nuba Mehworiong
Diynamic Segmenzation

HPE ]
GreenlLake

This ralps predict and avoid future problemrrs
due 19 sCale, Securing and per farmance
botlenecks. Easy access 1o all network

siate information allows iU visiality

and analytics,

O AO06-CX safrware also inchides HPE
Aruba Natworking Matwork Analytics
Engire (MAEY and support for HPE Aruba
Fanworking Seerch Molti-Edif Soffeare
Becase MOS0 15 Dl an & modular Lino
anchitectura with a siateful database, our
aperaring system provides the faliceing
unigue capabilites

= Eany access foall network state
irfarrratean sliows unigue sisihility
and analytics

REST APis ardd Python scriphing
tor fine-graned programmability of
networE tasks

& mecrn-services architectune bt enabiles
full integration with ather workfhow
syslems and services

Continugus tefometry data with WelbSocket
subsengtions for event driven autormation

Confinual stafe synchranizafion tha
peovides superar fault tolerance and
high awailahility

-

&l software processes commuwrscata

wih 1he darabase rathes ihan sach

oiher, ersuring near real-teme state and
resdiendy and alloasdng individual solTware
modules 1o be independentty uporaded for
higher availatlity

HPE Aruba Metworking Central—unified
single pane of glass management

HPFE Aruba Setwarking Cantral is sn
Al-powered solution that simplifies T
operations, improses agility, ang reduces
costs by unifying management af all network
irifrastiupcture. Budt for enferpnse-grade
resdiency and secunity, while sinple enough
for smaller Gusinesses with limited [T staff,
HFE Arubs Merworking Cantral i your sagle
paoint of wsibility and condrol that spans the
antica netwark-fram branch 1o data cenrer,
wired and wirehass LAN o Wik

Syaiable 2= a rlowd-based or cn-eemisas
solutin, HPE Aruba Metaorking Cenrral

is desgned to simplify day zero throwgh
day Two operalons with strearmined
workfows fior tasks swch as viriual switch
sleck crealion, autemated manitering using
Al-powered Irsights and MAE, a5 wel as a
unifisd wveew of all devices and uiers, batk
wired and wirehesc

Data sheet

Comprehensne switch management
capabilities inclpds conliguration,
an-boarding, monitoring, srowbleshoaring,
ared reparting

HPE Aruba Metworking Melwork
Analytics Engine—advanced monitoring
and diagnestics

For erhanced Wsibilty and toubleshasting.
HPE Aruba Metwarking's Matwork Analyhics
Engine (MAE]} sutommticaly mormiors s
analyzes avents that can impact netwark
halth, Advanced felemetry and automaton
provide the aloility toeasily identify and
Troubbeshosdn s, sysréem, application
ard sacurity relared ssues easily, through
1he wse al Pythan agents, CLI-based agents,
and REST Afis

The Time Saries Database { T=08) ctores
configuration and cperations state historical
data making it Avalable 1o guedchy reaoive
network issses The data may also be used
10 anahyze wends and identily recparements

HPE Aruba Metworking Central uses MAE
and agents Ta deliver switch momtaring,
aralytics, and enhanced troutdeshoating

for wired aesurance. MatEdif and third-party
tank sich & Serviceblow and Slack pravide
the intelfsgence to intagrare MAE alerts indo
IT service management processes, speedieng
problem rescktion.

HFE Aruba Metworking Switch
HMulti-Edit Software—automated swiltch
configuration and management

The HPE Aruba Metwarking Ci partio®a
empowrs | T frams o orchestrate mulbipte
awdich confiqurarion charges for sraath
arg-to-gnd service rellouts. HPE Aruba
Faatworking Swatch Multi-Edit Softeare
introdhices automatr hat allieas for
rapad metwork-wide changes and ensures
policy conforrmance posi netwark upddates
Intelligent capahbilitias includs search, edt,
walidation (incuding corformance checking),
depleyment and audit featuras.

Capabalities include

=« Cantralized configuration with walidatan
for consisrency and compliance

w Time =avings via simulbaneous wewing and
aditing of mulbpde condfigurations

» Customized walidatices tesrs far corporare
compliance and network design
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= Autamated large-scale configeation depbayment
wirbioan peagramming

« Metwork health and topology wisibility with HPE Aruba
Metworking NAE infegrarion

Mote: A separate software licerse is reguired 1o use HPE
Aruba Metworking Switch Multi-Edit Sofwane

HPE Aruba Metworking CX mobile app—
unparalleled deployment convenlents

A py-toe-use mabile app soeilies connectng,
stacking &nd managing HPE Aruna Metescrking CX
G200 swiches tor any size proyect Switch informaton
can alse o2 imporied mio HPE Aruba Merworking
Swatch Malti-Edin Solvware for simplilied configuiarion
managament and 1o confinuously validara the
comformance & conligurations amywshens in the nefwork

HPE Aruba Networking ASIKCs—

programmable innovation

Basad on owver 30 vears of confinaous ineestmeant,

HPE Aruba Metworking's &%50Cs credate the baris for
innezwative and agile soffware feature advancements,
urpsarallefed performance dnd deep viikility, Thesa
programmabie 8505 are purpese-buirt to alow for a
fighier integration of swikch hardeare and solfwane
within campus and data center archifecturas 10 ootimize
performance and capacity, Virtual Qutput Queuing
DWO0) Eolates congestion, pravens Head of Line
Blackirg (HOLET and alloes hall lire rate or outgaing
fegress] ports. Flexible ASIC resources enable HPE
Arutia Metworking's MAE sobotian bo inspect all data
which alloees for rapid Teatune development and delivery.
Thae HPE Aruba Mabworking CX 83000 bramed o tha
HHE &ruba Metworking Gend AS0C architecture.

HPE Aruba Networking Dynamic Segmentation—
simple, secure, and scalable segmeniation

The HPE Arutan Metworking Dynamie Segmentation
soiution enables seamiless mobility, conssiend palicy
enfercament. and automared configuratians far wired
and wirekess clients across rebworks of all sizes. it unfies
roke-Baced access and palicy anforcermant acrims LAKN,
WLAKN, ard SD-WEN nedworks with cantralized policy
definitien and dedicated enforcement paints, ensufing
that users and davices can only communicare with
destinations consistent wirh their role-keepng i
seCUre and separate. Dynamic Segmentation = based
nresiatdisheng east priviess acoess 16 1T feSIrtes

by segmenting traffic besed on identiry, & fundamental
cancepl of bath Zeo Trust and SASE frameworks whens
trust s based an rales and policies, not on where and
bt 8 LSET OF S8WiCE CORNBITE

Thes nnowvation begirs with codarless ports and
roke-based micro-segrmentarion technolcgies. Colorkass
po s alloy wired deands o connect o sy seakch part,

 —

with the configuration stomated using RADALS-bassd
peress conirol This eliminares the teed for maral
on-boarding of cliens, induding IoT devices, anto

e mstwiork.

Role-based micro-segmentatan defvars berafits
of reducad subnet and YLAM spraswd simplifeed
policy definition, 2nd scalable poficy enforcement by
intieducing the cancen? of clent w=er ey,

Indegendent of nerwork constructs such as YLANS &nd
WRFs clienis can be grouped o g user robe based on
their identity, allowing the coloriess ports bechnokogy o
beaxtanded 10 the cenfralized overtay fabric, as clisnts
e - boarded wik autamates woned Seation hased.on
the aszocahed wsar roles policy

The user rales pelicy offers the chocs barwesn
micro-segmentation using centralized and urdied policy
enaicemenT for wineless and wined walle with Layer 7
stareful firewall on gateways or a distributed acproach
willh & Layer 4 role-rgle ACL o swilches,

Ciwnamic Segmentaton provides scale and flexibity in
riehwerk gdeaige by allowirg the airetching of WLAMS and
siibnets across the entire natwork with a WiXLAN-based
distrisited ceerlay Tabeic

This seres supports WVELAN-GEP hased polices
to enatsle rode-based micro-segmentaticn and can
partcsate ina FIPE Aruba Networking Central
MHetConductar extended-edge campus salutien
|:|l|r !l;lrmn'i.]' static WELAN-GEP tunnels to fabric

edge dewvices

Maobility and loT performance

Tha HPE Aruba Metworking £X 8300 Swikch Seres
ugis @ tolly eintributed sechitecturn that Otikms He
Genf HPE Aruba Metworking A9 This ensures

fhat our seitches offer very b lahency increased
packet buffering ard adaptivg powear consurmgtion

All switching and routing are wee-spesed 10 mest the
desmands of bandwidth-inrensive applications 1oday and
in the future, Each switch meludes the fl:]l||;mi'ru.j:

= Lip tn 17 Ghps in non-blocking bandwidth and up o
13009 Mpgs for farwanding

v Splectable quowe confgurations that allow for
increasedperformance by defining a number of queues
and assaciated memory bulfering fo best maet the
requirements of nersor applications

VSF stacking—scale and simplicity

Tiwa HPE #ruba Matworking Virrual Switching
Framework (VEFD allowes youl to guickly grow your
network wsing high perfarmance front plane stacking
over eapped and fiber
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iddmanal feamures include

e Sopoort for up 1o B swifches for members) in a srack
via chain o ring fopolkogy

= Flauibility to create stacks that span longer distances
spch ad himdrecs of meters across cormpuses
to kilomeders batwean sibes using kong-range
10 GhE fransceters

= Sempdfied configuration snd management & the
switches BCT a5 a single chassis when slacked

= Flexibility to mie 24 and 48-port modubar and lixed
HPE fruba Metworking 6200 models within & smgle
STACK 160 sl wour deploy MEn ] regliremenes

& The HPE Anuba Metworking Cx Mobile apo prowvigies
suspart for 8 validated sfack degdoyrnent thar ensure
that all =tack links and uplinks are connected properdy

HPE Aruba Networking CX 8200 —Enterprive-class
connectivity for all environments

Yhather in the branch office or & small to large
EOIPTRESE ETIATrO L yau can choose from eleven
fized and feve modular 140 mocals. Switches incude
muodels with two W four high-speed buil-n ulinks

rhai eulo-negotiate from 1 GLE 5o 10 GLE 1o deliver
nee-hilpcking perfomance, and modeb thal lave v o
four cost-efficiert 1GBE uplinks. Figed foomat {F) models
inchude buill-n gower swpplies

Tha modutar (M) modets have rear siots for ho
Ewappatia powsr supplies thar alow You 10 custiomize
vour FoE requiresments, and its fars are fiela replacesble
sicktional highlights inghsge:

= Frep 10 $200F models that support 24, and 48 aocess
poris of IEEE BO2.5 (LO0MLGDET with fowr buili-in
1 GbE wplink SFP ports

= Six 1L S200F madels that suppart 1224, and &2
access peets of IEEE 8023 (100 1G0E] with four
buitt=-r 1 GBESLED GhE uplink 5FR + ports on 24 to
L8 port models and duadd 1 GHEAD GhE plus dual
1 GBE updinks an 12 port model.

» Five 1L 2000 modeds that support 26, and &8 access
poris of IEEE BO2.3 (100K 1G0ED with fouwr bual-in
1 GhE/1D GoE updnk SFP+ paits.

» Indisiny standard IEEE BI2.3ht High Power
PaoE (Class &) provides up to 40W per port on
CX 6200M switches

« Supparts industny standard IEEE BO2. Zat Ponwer
ower Ethernat {PaE <) for upte 200 Dar port an
CH G200F switchos

« Suppart for pre-standard PoE defects and provides
poresed 10 pre-siandard POE devices

s Highr geailability with alwayes-on PoE that supplies
FoE power sverduring scheduled reboois ard
firmware upgrades

 —

« Culck Pof supplies PoE power 1o pomered davices as
B A5 The swisch s phigged infa AL power 54 device
can ritialize at sarme fime as switch 0% boots up

Swpport for Energy Effidant Etharnet IEEE BOZ Jaz
reduces power corsumption during periods of
lerey Traffic

Aasic-MDIR provides autormatic adjustments
fior straighi-thnough or crossover cableson ad
1001000 ports

Linsupported Transcaver FMode (LITRY allows to msert
and enable all ursupporked 16 and 100G fransoelvers
and cables. Motd thas these s ne warranty nor support
fior the rransceivertabta when this feature & weedd

IPeds capabilities inckicle

=Pty host 2nables switches ta be managed in an
[Pty netwark

= Dual stk JIPws and IPed] bansitions Froem 1Py 1o
1Py, supporting connectivity far both protoocks

- MLD snoogEng torwards Ped multicast raffic fo the
aopropriate interface

=Pt &CL A0S supports ACL and Qo for 1P
nErecrk frafic

=P roaring supperts Statc and O5PFG protoocds

—Secunty prosdes RA guard, dynamec [P lockdown,
and KD snaoping

Jumbe frames fow for high-performance backups
and disas1Er- recoery SyRTRnRS; providas @ madimum
frame sia of 9198 bytes

Peckat stoom protection against broadcast
mulricast and unknown uncast stommeswith
user-defined fweshalds

Sinart link enables simple, fast comanglivg link
redundancy and load balancing with dusl uglinks
awaiding Spanring Tred complegities

High availability and resiliency

To ensure & hagh degree of up-Time we ofier Righ
awdilability and mutticast features needed for &
highiy-awailable Layer 2 scoess deployment including:

v o Swappedie Power Supplies aailable inihe CX
420084 models

- Provides ML and MM redundancy for high reliability
i the event af power line ar supply failures

-Cpfional secondary power supplas fo increase tha
fotal available PaE power

= Fised power supplies are included o the O G200F
switch meoels

» Lini-directenal Link Detaction CLIDLED 19 manifos
link connrectivimy and shut down pocts ar both ends if
uni-diregtional fraflic i derected, preverting loogs in
S5TP-based networks

Page 4



Data shaat

= |[EEE 802 Jad LACF supparts up o 52 LAGs. each
wirh up 19 8 links per LA and provides supporn
fior static or dyramic grouvgs and 3 user-selaciable
hashirg algueithm

= |EEE 832 15 Multipla Spanning Tree pravides high
lirie meailability (6 YLAN smdranments whers frdtiple

spanning traes are requined. and kgacy supoart for
IEEE %2 14 and IEEE 801 1w

« EEE 807 3ad link-aggregatipn-control prodocol LACPS

and poit frunking suppect static and dynamic trurks

where gach trunk suppars up 1o eght links {pores) pes

SFAfC fTun

s Virtual Router Redundancy Fromcol (VRRF)
allows groups of two routers 0 dynamically ceate
highly available routed envircnments in Bk and
IPvE nehworks

= Haot-Patching supeart for standalone and WEF
stacked gwitches

Quality of Service (Qa5) features

To sipport congestion actions and trafic priaritization
the HPE Anibs Metwarkmg C6 200 Serles Includas
the falizwing:

s Shricl pricrity (5P gueuging and Celict Weighted
Faund Robin {OWRED

» Traffic prioririzanice (EEE BO2 1o dor real-
fime classfication

e Class of Service (Cof) wafs fhe (EEE BO2 1p priarity
tag besed on P address, IP Typeof Service CToGk
Layer 3 profocol, TORUDE port number, source part,
and Ciffsery

= Rate limitirg 2efs per-part iIngress enforced maximums
and pef-porl, pes-guess minimums

« Transmission rafes of egressing frames can be
limited on & per- queue basks wsing Egress Cusus
Saping (FOE)

= Large histfars for graceful congeshon management

Simplified configuration and mansgement

In addition b2 HPE Andbé Metworking Central, the

HFE Aruba Mervworking £X Mobie App, HFE Aruba
Metwoaking Switch Mult-Edit Sodtwane and HFE Aruba
Metwiking Metwark Anaheilcs Engine, ihe 6200 serpes
offers the follewing

= Buillf-in pragrammabile and easy-to-use REST
AP irtarfacs

& Seripke clay oo provisgning

o sFiow (RFC 3176) is A5 -hased wera speed network
manifeing and aooouniing wirh me meact on petwark
performance: network operstars can gather a varety
of network sratistics and information for capaciry
plannirg and realtime nerwork manioning purposes

 —

Page &

= anagemeant nterface confrod enables ar disables each
il the fallowing depending on securiny peelarences
coresgle por, of reset buttan

Industry-standard CLI1with a hierarchical street e for
reduced fraining fime and sxperse. Dalivers increased
produtnddty I altivendor ermirsarmants

& Marageman! securty restncls access 1o critical
configuration comamands, provides mattiple privilege
Iewels with passwond profection and kcal and remots
syslog capabdties allow legging of all access

» Supports SHMP feicvEY and a wide range of read.
write, and frag capabilities fof industry standard
Management Information Base (M), private
i ben signs, and common use cases. such e system,
port PoE and WLAKN menagament

Ramate manitedang (RMHOMN] wirh standard SNMP
fo mondor essenial ratwork functicns. Supports
ety alarme, hitory, and statishics graups a5 well
&5 a private alasm extension group; RMON, and
sFow prendde advascod manitering and reporting
capabiiies far statistics. histony alarms and events

TFTP aret S TF suppoet offers different rechanisms
T canfigaraton updates; trivial FTP CTFTED allaws
bidirectional fransfers over a TCF IF network: Secure
Fibe Transher Protoogl (SFTHY runs ower an 55H tunned
fo prawide additional secarity

Dirbnig and somples whiity supparts ping and
Fraceroute for 1Py and Pyl

Metwork Time Prodooal (TR synchronized
fimetaeming among disinbuted time servars and
clients beens timakesping consistent amang all clock-
dependent devices within the network

IEEE 8012 TAH Link Layer Discovery Protooo (LLEE)
ackweriises and receives management inlormation
from adjacent devices on a network, facilitaring easy
maggeng by refwinrk managermant applicatom

Chial flash imagas provides indepandant primary
and secondary aperafig systam files for hackup
while upgrading

= Puiltipie confgquration fikes can e sfored foa
fash image

= Ingress nd egress port maniterng enable more
efficent rerwark problem solving

s Linidirectional link detection (UDLDD momiars the ink
between two swilches and blocks the pari=z an bath
encds af the link iF the fink g o al any paint
beteeen the two devices

» [P LA for Vaite manitons gualing of voloe fraffic wsing
the LIDP Jitter for YolP fests
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Layer 1 switching
T Fodlowing layer 2 services are supported:

s YLAN suppart and fagging support IEEE 802,10
(G096 vLAN IDs) and 2K YLAMS simulraneoushy

» Jumbo packet support improves the perlormance
of large data transfers, supports frame sizeof up fo
175 bytes

= |[EEE 802 1v profoood WILAMs isolate select non-HPwd
protocols autarmateally o theair o YLARNS

v Rapid Per-WLAN Spanning Tres (RPVST) alaws sach
YLAN 20 budld & separate spanning free foamprove link
bandwdth usage; is compatible with PYST+

« MVRP alloes autematic learmng ard dynamic
asslgrment of VLANS

» WELAM encagsulation Cunnelling) protocol far
cverlay netwark that enzbles 3 more scalable virtua!
redwark deploymen

# Bridge Protocol Diats Unet (BPCILD tunneting Transmits
S TP BPDUs transparenly, allowing correst frea
calulations acroes service providars, Wakis or Mahs

=« Fori raroring duplicatas port traffic (ingress
and egress) o a maondanng por: supparts
& MEFNONnNg Qroups

» 5TF supports standard IEEE B02.10 5TF IEEE 8021w
Raped Spanning Tree Protocol (RETRS for fashar
corergence, and IEEE BOZ 14 Muliiple Spamming Trea
Protocal (25TR)

e Irirernet Group Management Protocol (GME) Corrals
and manages the Booding of rrulticast padkads ina
Laver 2 network

» CHACH SUpPGPT 10 impreve 1he VAN wiilizanon by
adding anathar #0210 tag tofagged packels

Layer 3 services
The following layes 3 sedvices are supported;

= Loophack intarface address defines an address
in Cpen Shortest Path Frst (05PE), Improsing
diagnestic capability

v Address Resolurion Protoool (ARF) determines tha
M adkioss of another IP host o the same subnet:
supports static ARPs: gratutous ARP ahows detection
of duplicate IF addresses: proxny ARP alkows narmas!
ARF coeration batween subnads or when subneds ans:
separated by a Laver 2 network

= Diomain Mame Systern (OMS) provides a detrbuaied
databaze that ranslaies domaln rames and 1P

addreszes, which simplifies network dosign: suppaorts
client and saryer

s Supparts infermal popback testing tar manienance
purpeses and Increasad awvailablity; loopbad
detection protects against incorrect casling or neteork

 —

conhigurations and can be enabéed on 2 par-port or
pe-YLAN basis for sdded Nexibesty

= Rigiife rmaps prisdice more sonsrol durmg routs
redistributicn; allow ering and aleing of
route metrcs

= [iynamic Host Configuration Protocc] (CHCP)
simplilies the management of large IP networks and
supgorts chant: CHCF Relay enables OHCP operation
across subnets

» OHCP server centralizes and reduces the cost of 1P
address management

Layer 3 routing
Tha ficllowing layer I routing serices are supporied

» Fouting Information Protacol versian 2 (RIPYZ)
provides an gasy to configure routing protocol for
ginall retwixks 45 whils RIPng privided suppodt for
small Pyt networis

= Single-area Opan sharfact path first {O5PF) delivars
faster comergenda: yses lnk-state rowtmg Inbkerior
Gateway Protoool (R which supports M558, and
MO authentication for incressed security and graceful
restart far fasier falure recovery

» EPF provides CEPFZ for IPvS reating angd OEPF
figr IPG roufirg

= Sfatec IF routeng provides manually configured routing

» Sranie [Pl reuting prosides simple franeally
corfigured FPwk muting

= [P perionmance cptimization provides asat of ook o
improve the performance of [Pk netaores, inclsdas
directed broadeasis, customization of TCP paramedars
sy b of ICMP smar packets, and extensive
dispday capabilites

w States [P rewiting pm'HQ::. simple manually
configured [Pl routing

= [ual [P stack maintars saparate stacks fior IPwG and
IPud 1o pame BHe frareition fram an IF-.'L-nnl',' netaark
toan IPvh-only nefwork design

s MOMNE (Muiticact Domain Narme Systam) Gateway
enablas discovery vof mlaG groups across
L3 boundaries

= Equal-Cost Multipath (ECHFLenatles muttiple
egua-cost Bks in a routing ervircament 1 Increase
link redundancy and scele bandwidsh

= Opean shortest path first (OEPF) delivers faster
Cofvsrgence; used link-state reuting Inberion Gatswsry
Protaoal (5F), which supparts ECHMP NSS4, and MDG
aulhentication fer Pereased secuily and gracaful
restart for {asier fedure recovery

= Statee (P routeng provides manually canfigured reuting
inchates ECMP capability
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Security

Each HPE Aruba Memworking CX &200 Switch cormes
with an infegrated frusted platicem modue CTRMD for
platfoem integring This enswres the Baot prodess staried
frarm a frusted combination of &5-CX swifches. Orher
sEcurity fearures inclinde:

» ADE-CH umes FIPS 160-2 walidated oryphogeagiy o
profecticn of sensitive nformation.

v Aocessconral list CACLY support for bath IPwg and
IPwdy abows for Fitenng traffic to prevent unauthorized
users frorm accessing the network, o for contmalling
retwork: traffic to sve resorces: rules can oither deny
or pesrrat traffic to be forwarded rules can be Based on
a Layer 7 header or a Layer 3 pratood hieades

AiCLs also prowide fitkering based on the P field,
soaprteidestination IP address subne, and
sparcesdestination TCRAEDP port numbercon a
per-YLAN or per-port baes

« Remote Authenfication Ceal-In User Service (RATHLUS)
Terrunat Access Controllar Access-Conrol Systam
[TRCACE) delivers an authendication fool wsing TCP

with encryptsan of tha full authentication reguest
provicineg additianad secwrity

« Management access secunty for both on- @nd off-bax
authenzication for admiresiraitve access. RADILS o
TACATS+ can be used o provide encrypted usar
authentication. Addirionally, TACACS can also prodsds
admin autharization services

Cantred Plane Policing seis rate limif onconirol
profocols fo pratect CPU averload from DOS aftacks

Supports maltiple user authentication methods. Ukes
an EEEE BOZ.1X suppdicant an the ckant myvooajunction
wirh & RADILS sereer to sithenticate in accordance
with irchistry standards. MAC-based and 502.1=
duthentication fgr all clients on 8 port can be senl 1o 2
per port RADIUE server group when one s conflgued

Web based authentication wsing Caphive Portal on
ClearPass is supported for wse cases such as Guest
Acens and For devices that don't suppart 802 1% or
MaL Aurh

Supparts MAC-Based client avthenticatsan

Concumert IEEE BOR 16, Wieky, and MAC authendicatsan
schames per swiich port accepts up to 32 sessions of
IEEE 207 L&, Weh and MAC aithemicalians

= Hpoure rmanagemment gocess celivers secune ercrypiion
of all access rmethods (ELL GUI, or MIB) theough
SEHvZ, 351, andor SHMPY3

= Swvitch CPLU protection provades automaric protecton
ngaing malcious netwark talfi: trymg o shut Saan
the switch

 —

w [CBAP throtifing deleats ICME denial-cd-service attacks
by enabling ary switch port fo auforeatically thiottle
ICIP fraffic

= |dentity-driven ALCL enabies mplementation of 3
Pt granubar sl Tlexibbe aooess securing policy
and WLAN azsgnment speciiic toeach authenticaled
niebwork e

= GTF BPDU port profecton blocks Brdge Protocol Cata
Units {EBPOLS) anpors that do not require BPOLS,
pressanting forged BPDLU attacks

» Dynamic IP BDckdown works ro block Fraffic
Fresen wrasuthorized hosts, preventineg [P souncs
addres= =poofing

» Dynamic AR prafecton blocks ARF broadcasts from
urduthrized hosts, preventing eavesdropping of theh
of network, daia

» STP ot guard profects the raof bridae from maficious
attacks or confiquration mistakes

e Pait secunly allows aocess anly ta specified MAC
addressas, which can be learned or spectfied by
the adminsiraar

s MAC addiess lackout presents partheular canfigured
MAL acldressas from connecting fo the refwork

» Source-port fittering allows only specified parts 1o
commuricate with each other

» Secure shel encrypts all transmithed data for secire
recrte LI access over 1P networks

= Secure Sockets Layer (S5 encnypis l HT TR
traffic, allawing tecure aooess 160 the browesi-baged
managemant GU in the switch

» Secure FTF aliows secwe fie transfer 1o and from the
switehy protects aaainat utanted Tile Sownladds ar
unauthonzed copying of a switch configuration file

o Critical Authenrication Role ensures thar imporiant
infrastructure devices such as IP phones ame
allowed rehwork access even inthe abeence of a
RACHLIS, zarpr

= MALC Panning allows non-chatty legacy devices 1o stay
authenticated by pinming clent MAC addrisses fa the
port unt# the clients logodf or get discannectad

s Security hanner displays 3 custiamized sacuriry palicy
when users kog in to the switch

= Radber enables RADILS authentication and
accounting cata i be passed safely and reiadly across
IMS8CUNE NETH DS
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s Private VLAN (PULAMY pravaes traffic molafion
beteseen users on the sarme WLAM typically 3 switch
port can only comrmmicate with atber ports in Fhe
sarme communty andfor an uplink port, segardless
of WLAM 10 or destination BMAC address. This
exrends network sacurity by resiriciing peer-peer
commurication o prevent vanety of makcious afacks

= Ao WLAN Crearion autematas YLAN creatan on
access waitches for authenticated clients

o OHCP smaert relay allows the DHCP ralay agent 1o use
secandary IP addregses when tha DHCP serer dosg
not rephy the DHCP-OFFER rrassage

= Supparts device fingerpainting—Identry 3 device
based on callecrsd atfrfutes and anasy e that
information weng CearPass Device Insight for better
islihikry and 1o enable informad nerark access
ool decsions

v [EEE 8021 AE MACsee provides swifch-to-switch and
swifch-to- host' security on a link betwean two ports
sy stesudand ancregtian and authenticatan

Multicast

= |GMME Snoopmg allcws mudtiple YLANS fo recaive
the same Pws rrdticast ralfic, Essening retwork
bandvidth demand by reducing mulbipks streams to
each WLAN

= Multicast Listener Discovery (MLED enakles decovery
of IPwé rrulticast Bsteners: support MLD WL and 2

« Protecal Independent Mulficss PIM S cefnes modes
of BPwl and [Pwd muthcasting to. alow ane-fa-mary
and mary-to- marny rammission of infarmation;
supprts Pl Sparse Mode (SM0), Source-Specific
Multicast (55ME and Dense Mode C0M) ior bodh [Py
and v

e |nternel Group Management Protocol GG uilizes
A ry-Bource Muticast A5M) 1o manage [Pvd mulkicast
netearks; supgorts EMPvL 2, and v3

Convergence
e [P mudticast snooping (data-driven IGME) prevents

flodding al P multicast frafic

= [P mutticast routing includes PiM Sparsa
srce-Specitic Multicast, amd Dense rodes 1o oure
1P mufficast fraffic

v LLOPF-MED (Media Endpoint Ciscovery) dafines a
standard extension of LLOP that stores values for
parameters sich &= 005 and VLAN 1o autamatically
corfigure neteork devices such as IP phanes

+ PoE aPacations supports mubiple methods {allscation
by usage of class, with LLOS and LLOP-MED)
o allpcate Pof power for more efficent power
manasement and enéngy sasngs.

Al Plstmerh iy

® Aate WLAN corfiguration for woce RADILS WLAN
uses a standard BADIUS arrribote and LLOP-MED o
suiomaticaly configure a YLAN for IF phanes

» COPw2 uses COPY2 toconfigure legacy IP phones

Additional information
= Green indiative support for S-S (EN 5058120120
and WEEE regulations

& ThA comphard madels avalabhe

Customer first, customar last support

Wksn your netwark S mpartant 10 your Businsss
then wour busimess needs the backing of HPE Aruba
Merworking Support Services. Fartrer with HPE &ruba
Metworking product aeperts o norease wour ieam
prockectivity, keeg pace with technalogy acdvances,
software meleases. and oixtan beeak-fix suppiort.

= Foundational Care for HPE Aruba Metworking
Suppart seraces inclade prioeity socess ke HPE Aruba
Metworking Techrcal Assstanca Cantear {TAC)
engineers 24aTeloh Nexible hardwang and onsiba
support options, and tatal coverage for HPE Aruba
Metworking products. HPE Arulba Networking
switches with assigred HPE Aruba Metwiorking
Contral subscripticns berefil with option Tor addifional
hardwase suogart anly.

» HPE Aruba Metworking Pro Cans adds fas! access o
senior HPE A ruba Metworking TAC Engineers, who
are aagigned &2 8 ginghe point of contact for cace
managemeant, raducing the time spant addressing and
resahing issues

For complete details on Founciatenal Care and Pio Care,
please weit grubanetworics comisppor-services

Warranty, services and support

Limited Lifetime Wasranty, see arubanatworks.
comzapport-services! product -warranties for
wiarranly and supporf infarmation included with youur
priduct puschase

For moene detaited infarmaman an HPE Areba
Metworking ACS-CX soffware refease and
faadures, plmame wisit the ADS-CX Swibch 5ol twirn
Dacumentation Porial

Expéore and compare switch features far each platform
and soffware release an the HPE Aruba Netwarking

Switch Feature Mavigatar

For support and servces information, visi

ahubanetworks comsuppar-sandces
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¢ HPE &ruma Merworking 62000 3606 12585 Classs
PoE 45FP+ Swilch (RAGT 18]

» HPE Aruba Merworking 5200M 480G Classd Pok
AEFP Saiich (RBOF0A)

« HPE Aruba Metworking 6200M LBG S5FP+ Switch
(REQL0A)

» HPE Aruba Metworking 8200M 285 Clased Pol
&5FP+ Switch (REOG3AL

» HPE Aruna Networking A200M 246 05FF« Swirch
(REQLTA

» HPE Aruba Metworking 6200 3446 125R5 Classs
FoE 43FP+ TAA Switch (REW12A0

» HPE Aruta Metworking 63000 486 Classs PoE
&5FP+ TAS Switch (REVI1A4D

= HPE Aruba Metworking o200 486G S5FF TAA
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Switch (REVIOAT

= HPE Aruba Metworking 2000 246G Classs PoE
L5FP+ ThRA Switch (REVITAD

» HPE Aruba Metworking GE00M 245G 55FP+ TaAA
Switch (REVOBA)

» HPE Aruba Networking 6200F 132G Clazsd PoE
2G/Z5FP 1390 TAS Switch (REV1IAY

Accessories
= HPE Aruba Metworking Z75] Post to Power Fan Tray
LILaGRE]

w HPE K410 IUF Liniversal 4-post Rack Mot Kir
[I25E3A]

» HPE #ruba Merworking ®ELG 10 Univérsal S-pest
Rack Mounting Kit (R5E3E)

= HPE #ruba Metworking G200F 12-part Cable Seard
{REOTIA)

« HPE Aruba Merworking LISE8-4 1o R4S PCep-Swsich
Cable (ROGLEE)

« HPE Aruba Metwarking LISB-4 10 BISE PINZTX-4RY
Cable (REZEFA)

» HFE Aruba Merworking USE-4 1o US3-C PC-to-Switch
Cable (RRUZZA)

= HPE #ruba Metworking USE-C o LEE-C PC-to-Swilch
Cable (RRIE3A)

= HPE #ruba Matworking 2202 BI4S to DER Console
Cabile CILELGEA)

& |=PE Aruha Networking O Dwrirh Blustootss Ackapter
(51HZ3A)

Cables
= HPE #ruba Metworking 206 5FF+ 1o SFPr 2m Direct
Attach Copper Cable (19 FE10G

« HPE Aruba Metwarking 105G 5FP+ bo SFPE 3m Direct
Attach Copper Cable (1938300

Transceivers
» HPE Aruba Matworking 15 5FP LC S 500m HMMF
Transoeiver [IGaS80

« HPE Sruba Metworking 15 5FP LC LE 10km SMF
Transceiver (1685900

» HPE Aruba Metworking 1GSFPLE L 70km SMF
Transcelwer {6H8000

= HPE Aruba Metworking 1G5FP RJAS T 100mCal5e
Transceiver LIBITTEN

» HPE Aruba Metworking 1006 SFP+ LC SR 300m MMF
Transosiwar (1FLS000



Data shaat

o HPE Arufbha Metworking 106G SFP+ LC LR 10&m SMF
Trarsceiver {151

s HPE Aruba Merworking 106G 5FP+ LC ER &0k SMF
Transceiver {91500

= HPPE Aruba NErwI:lTkll'rg IOGEASE-T 3FF= BJ-43 J0m
Catéd Transcewer LSS58

= HPE Aruba Metworking 106 5FF+ LC LRM 230m
MME Trassceiver CIR152001

# HPE Aruima Metworking 206 LC BEx &0km-0
133001270 MOWE (RENELAY

» HPE Aruina Merwerking 300G LE B2 S0ken-L
13AWITED MOWVR (RS540

Power supplies for CX 5200M switches
« HPE Aruba Metworking X371 12VD0C 2500
HID-240VAC Power Supply CILOESA)

o HPE Aruba Mefworking £373 S4WT0C G800
100-200VAC Power Supply CILCS&4Y

» HPE Aruba Metworking X372 5400C 10500
110260 AT Powar Supply CILOBTAY

Software

» HPE Aruba Hetworking ©X Mobde App arubanetworks

comyproducisd nersorkingsswinches/ox-mobileangy’

e HPE Aruba Merworking MetEdit Singhe Mode 1 paear.
CIL&3FAAED

= HPE Aruba Metworking MetEdie Singha Mode: 3 poars
CILGEDAAED

HPE Aruba Networking Cendral

Foundational licenses

» HPE Aruta Metworking Cendral Switch G302
Feundation 1-vear Subscriptian E-STUQTY73AAED

« HPE Aruba Metworking Cemtral Switch G200Z s
Feundation 3-Year Subscepdlon E-STU (09 PA8AE)

» HPE Arita Melworking Central Switch 600,20
Foundation 5-%ear Subsoription E-STU (0 TRALE]

« HPE Aruba Metworking Central Switch 620020
Feundation 7-Yisar Subscription E-2TU QY ThAAE)

= HPE Aruta Metworking Central Switch 6200052 %ex
Feundation 10-Yead Subsorgiion E-STUW Oy 7 IAAE)

= HPE fruba Metworking Ceniral On-Premises 68 or
29 Switch Foundarion 1-vear Subscriprion E-5TU
(RoATTEAAED

= HPE Aruna Merworking Central n-Pramizes b2 or
20k Switch Foursfatcon 3-Yeewr Subscriptiaon E-STLU
(RELTHAAED

b HILID permrs e e s ByEsTeE ey fre O ET00F remieh
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« HPE Aruba Metworking Centrd On-Promises a2« o
2% Swifch Foundation S-year Subscription E-5TU
[Red FEAAET

= HPE fruba Metworking Cendrad On-Premises 62« or
2% Swinch Founganon 7-Year Subscrigiion E-5TU

[R&LELAASY

» HPE #ruba Metworking Cendral On-Pramises 2w or
2% Bwitch Foundation 10-Year Subscription E-5TL
{RELSEIAAE)

& HPE Aruba Metworking Cenrad 25010008 o 12
port Switch Foundation 1-Year Subscription E-5TU
{O9YARAAE)

s HPE Aruba Metworking Cenral 25000810008 10 12
port Switch Foundation 5-fear Subscriprian E-STU
[P AED

= HPE #ruba Mearworking Cenrad 250010008 1o 12
port Swilch Foundabon S-Year Subscription E-5TL
[y TOAAE)

e HPE #ruba Matworking Cenfral 2500610008 1o 12
port Seitch Foundation F-Year Subsorgtion E-STL
D9y TLAAE)

» HPE Aruba Metworking Central 2561000 o 12
port Switch Foundation 10-Year Subscripron E-5TL
O TIAAE)

» HPE &ruba Metworking Centra On-Premises
29 I0ONE fe 12 port Swinch Foundanan 1-Year
Sutscription E-5TLU (RELTFIALED

= HPE fruba Metworking Centrad On-FPremises
25100 be 12 pord Switch Foundaban 3-Year
Subscriprion E-5TU (R&SLITG & 8 E S

» HPE Aruba Merworking Central On-Premises
Ao 100N o 12 por Swinch Foundaton S-year
Subscriprion E-5TU (RAUFSAAE)

 HPE Aruba Merworking Central On-Pramises
2100 ro 12 port Switch Foundaton T-Year
Subactiption E-5TL (REUTUAAEY

« HPE #fruba Metworking Centrsd On-Prémises
25 10O te 12 port Switch Foundation 10-Year
Subscription E-5TU (REUFTAAE)
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