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Preduct overview

The HPE Aruba Metwarking O 6100 Swiech
Semts momodern faly ol entry level access
switches deal for enterprise branch ofiices
arid SME fertwsrks. Ciptirni zed for refiable
SIMple and secure access, the CF &1l
Pwnches provide 8 cormenienT wired acess
SN O RETWOrEE sUpporting ol moblle

i Cloud applicarions

The OX 4100 seres i based on the HPE
Aruba Netwarkng ASIC archiectune with
tha pregrammahle HPS Aruta Metsorking
_W Diparating Syetam aperate welam used
across the entire HPE Aruba Betworking £
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HON speser] uphnks i e ta SAU of PoE
10 s 07 cevices Such &5 secudily
cameras and wiredess APs and includes a
compect and fanless mogel ided Tor usen
Juiet work spaces

The £ 8100 supparts management choces
Tt wclude Webh GUH: Tl dawd-bi
and an-premise HFE Araba Metwarking
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Preduct differentlators

The HPE Arubia Betwarkng 25X 5100 Swdch
Senss {5 based on HPE Amba Meteorking
X Operating System, a modern. database-
dreven operating sysiemn tat ks built on a
modular Linux archidectune, This opoeraling
ystem provides the fallowsng wnigue
capakilities

= E3gy acrass toall netwerk configuration
slate informadion
= REST AR for fine-grained

programmiability of retwork 1asks
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HPE Arube Netwaorking ASICs—

programmabbe innovation

Basad an owver 30 wears of contimbous invesiment, HPE
Aruba Metworking's ASICS create the bass for innovative
and agle software featwa advancemants, unparalieled
performance and deegovishility, These programmable
ASICE are punpose-bullt bo allow for a tighter integration
of switch hardwere and software within campus and
date center archd echusres 3 optimize perfcemance and
capatity The HPE Ardba Netegelkang OO 4100 i5 based
on the HFE Aruba Hetworking ASIC anchitechure

HPE Aruba Memwarking Central—unified single pane

of glass managemant
Flexilse cloud-tased or on-premsmes management lo

unified netwark sperations of wined, WLAN, SO-WaM,
ard puhlic tlowd indrasiructiiee. Designed to simplify
daw zeen through day two sperations with steaamlined
warkflows Switch management capabiltes irclude
corfiguration, onboarding manitenng, troubleshoohng,
ard Fe por g,

HPE Aruba Networking Switch Multi-Edit Software—
automated switch configuration and management
The entire HPE Aruba Metworking O portiolio
ernpowers [T Teams fo orchestrate mulliple switch
configuration changes for smooth end-to-end service
rollouts: - HFE Aruba Metworking Switch Mutti-Edi
Salfware mirpduces autamation that alkews far rapesd
netacek-wide chandes and ensunes poloy confarmance
post nebwork updates. Intelligent capabilites inchads
geanch, ed, validanon {induding conformance checkingl
deployment and sudit tpatures. Capabslities include

= Ceritraliped corfiguration with validgtion for
corsatency and compliance

= Time savings via simultaneaus viesing and editing of
i It pbe corfigurations

« Custonized valcdaton tests for compoate compliance
ard retwork design

» Automated large-scate configurarion deployment
without programming

More; A separate software livenss |s required o use
HPE Aruba Metworkirg Swifch Multi-Edit Softwarne:

Mobility and loT performance

Tihe HPE Aruba Maetwarking CX 8100 Saieh Soreg uses
internally devetocped HPE Aruba Metworking ASICs that
provide very i ltency, increassd packet Buflenng,
gnd adapsve power consumption, Each swfch includes
fhe follewing

s Lip 10176 Ghin in non-blodking bandwidth and up 1o
Gd & Mpps for forwarding

cmm—

= Sedectable quece canfiguratons that low for
increased performance by defining a rumber of
gueues and associated mamory buffering fo bask mesat
the requirements of network applications

Slmplify adds, maves and changes

Reduce manusl [T oparation tasks amaund iratal
deplrymant or an-geing canfiguratian changes

16 sccammadate adds, moves and thanges

with colerisss ports wsng loca user roles and
leca-MAC-Authentication (LAY rstead af statcally
pre-corfiguring access ports o VL As and masntaning
the switch port 10 W LAN mapping, colodess parts can
autamaticaly-apaly the role/pofcy required

Enterprise-class access connechivity

To address brasch office and small enterprise
enircnments, the CxX &100 family includes five freed
1L modeds Each switch inchudes buili-im high speed
uplirks thar susomaticaly detect fhe use of 10 or 105
fransceners o deliver non-blocking performance
Additcnal highlights:

# 1L madek suppart 246 ard 45 acoess ports of IEEE
B2 31 GbE wirh four built-in 1 GRES1D GBE walink
SFP+ ports. The 24 port POE models suppor up 18
3T and the and 48 pot PoE models support up o
40W |EEE 307 3ai Clsss & Power over Ethernet fior
up to 3 par port

= Cosnpact and lanless medel teppans 12 portsol
IEEE BO2 5 LGRE with four wplinks Crwe buili-in
AEEEAOGEE uplink SERYSFE+ perts Taes Builf-in 1E0E
porfslard 1399 IEEE BO2. Jat Class & Power ower
Erbesrmest for up o 300 per port

w Gupnon] Tor Energy EMient ETheme EEE 602, 3a8
reduces powel corsumption duing perids of low
neteork Hafic

= Support or pre-standard PoE detects and poovdes
poeser 1o pre-standand PoE devices

& Aura-MON prosides aoformalie adjuctments
for shraight-through or crossaver cables on a8
10RIHWI000 porte

& Linsupported Tramsceiver Mode CUT R alows to nser
and enable all urcypporied LG and 100 TEnscelvers
arl cables. Mote that thene is nesarmanty ngr suppart
fioa 1h= ranscevertabie when this feature (s wsed

= Jumbn frames afow Tor high-pecfomance backups
and diaster-recovery systems; provides 2 maxmum
frame sipe of 9198 bytes

= Packet fleem protection againet broadzast,
rroalricast ard waknow UricasT STomms with
user-defmed thiesholds
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Fesillency and avallabillty

T support @ highly avalable Laver 1 gccess
depioyment, the O &100 suapos the
fdiawing features

= Uni-directicnal Lnk Detection GUDLER to manitor
link contnecibaty and shut down ports af both ends i
urd diractional fraffic B detected, presanting lodps In
ETP-based networks

« |EEE B2 Sad LACP supportt up to B LAGS, each
with up %o B hinks per LAG; and provides suppart
Foaf shahes o chymamic groues andd & used-seleciable
hashirsg algeeihm

* |[EEE 803 15 Mulriple Spannireg Tres provides high
link availability in YLAM emvironments where mudtiple

spanning frees are regquiied: and legacy supsot far
|IEEE 802 1d and IEEE 802 1w

= Smarlink grovddes eagy-ta-odnfiguee lirk redundandy
of activa and standby links

Cupality of Service (GoS5) features
To BpaarT congestion achions and rafiic pekrtization,
ihe a0 S0 mcides e fofowing:

» Stitct priority (5P gueuing

= Tratfic peiniirizasion {IEEE &02.1p0 fo)
real-teme classiflcation

= (fass of Senvece {Cof) sefg the [EEE 802 1p praority tag
bézed on IP sddross, [P Type of Service (To5), Layer

= 1 proroos, TOPADE port nsmber, sourcs part,
ard DiffSery

= Rt limiting sebs pef-port mgress enforeed maximums
ard pel- porl, ger-gueue mnimums

# Large buffers for graceful congeston management

Simplified configuration and management

The £ 6100 sanies supporfs a chalce of managemend
imtarfaces mcuding sawy 1o use Web GLI mdustry
standaed CLL HPE Aruba Hetwarking Sedtch ol -Edil
Softwara, and HPE Aruba Matwarking Cerdral for uniiad
neterk oparations of wired, WLAN, SO-WAR, and
public cloud infrastructune Featuas incdude:

= Baillt-in programmabde and easy-to-use REST
APl Inpestpoe

= Industry-stendard CLI with a hierarchical stroctune for
reduced training fme and experse. Delivers increased
productiety in multivendor anvironmaents

= sFlow CRFC 3176 Is ASHC -based were speed network
manilerng and accounting with no smgact an network
performnanae: network aperators. can gathara wvanety
af metwork stadistics and Infarmatsan for capacsy
planning and real-time natwork manitonng purposes

» [Managemant Sacurity rastricts access tocninkca
conlguration commands, peoades multiple privileg e

cmm—

levels with passwond protecton and local 2nd remote
sylog capabiites allow lngging of all access

SHEHPY1 AT support provides Sead capaksiiny
af industry standand Maragemend nlormation Base
{MB)L ard povate extensons

SMMF suppart inclsdes: Writs Set Speed and Dupley,
Write Port Security, Write PoE Prionty, Write Config
Fgmt, SMP-Read single OID far average CPLU and
fremofy, SRR MIE View

SMP Trap mclude Transcewer Traps (nserfion’
remall SHEP Trap, SHMP HEE-SNMA
Authentication, SMMPEZ MIE, Port Sec MIB-Part Sec
Config MIB-Running Config Change, Canfig MIE, Ak
Serder MIB, AARA Sarver Stare

= famate monitoing (RMOM) with sfandard S 1o
moniter essential network nctione Supports events,
alanme rustory and stafsiios groups as vall a5 8
privata slarm extansion group

TFTP and SFTP suppoet offers different mechanisms
for conliguration updates; Trivisd FTP CTF TR allaws
bidimectional fransfers over a TCRIP netweork; Secure
File Transfer Prarogol (3FTP] rurs cver an S5H funned
to-prosick sddtional seourity

Dreibg and sampler uhlity supparts ping and
friaceroute for IPvs and IPYS

Marwork Time Prodocel {NTRI synchronizes
timekeepng among dstribufed time servers smd
clients: keeps tmakeaping consistent amang 2l
clack-depandest devices within the network 5o iba
fevices can provice diverse applications based on the
corssient limo

IEEE 02 1AB Link Lawer Discowery Protoocd (LLDE)
achvertises ard recefves management infarmation
from adjscent devices on a network, facilisating ey
mggping by tetwork management applications

[Cual Tlash inages provides indepandent priray
and zecondary aperating system files for baclun
while upgrading

MMulmiple confaguration files can ba stonad 103
flash immsge

Limidirectianal link detsction (LIDLOD mardos the ink
berseen fwo seitches and bliocks the poison both
erals al The lnk iF 1he ink goes down an ary point
herween the twa devices

Layer 2 switching
The follawing Layer 2 tervices are Supparted

= WLAM suppert and tagging suppot for IEEE 802 310
E 0048 YLAN 1D} and 513 VLA sdmultaneaushy

= lumbe packet support improves 1be perlormance
of large data transfers suppoets frame size of up 1o
F.220 byhos
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= Rapld Per-YLaMN Spanning Tree CRPYST) alows sach
YLAM 10 buld 3 separate spasaing free b improee link
bandwidrh usage; is compatible with FyETe

= 5TF supports stendad IEEE 802,10 5TF, (EEE BOZ. 1w
Rapid Spanning Tree Prafoool (RETF) for faster
coméergence, ard [EEE BO2 1= Mutiple Spanreng Tres
Prorcal (TP

» MVRP sllows automatic learming and dynamic
assigrment ol YILANS

= Bindge Protacol Data Unit CHFDLD funnsing tramsmits
STP BPOLS transparently, altwing domect tres
calowfations across service providers, Waks, or MMAMNs

= Part manaring duplicares pon wafilc {ingress
ard =gress] 1oa monieing pord; supports 4
SFTOTIne] QIOUEs

o |ntermiet Group Managemeant Protacol GMED contrals
ard manages the fioading of multicast packstsin a
Laper 2 nehwark

Layar 3 services
Thafolowing Layer 3 serices ars sappormed

» Ackdiress Resciunion Protacol CARF) determmings the
AL adoeess of ancther B hosl in the samse susnel
SLIDPET TS STaTC ARPS

« Cramain Mame System (ONS) provides a distributed
detabase that frarslates domain names and IP

acidresses, which simplifies netwark design; supports
client and sarver

& Bupparts internal lsophack festing far maisterancs
purpesas and increasad availability, loophadk
deection piotects against incorrect cabing or etk
configurations and can be enabled on a per-porf o
per VAN basis for added flexitality

= Drmamic Hast Conhigaraton Protegod (R
shinplifies the maragerment of large IF networks snd
sunports chert, DHCPws Relay support enabdes [HCP
DpSFalien arees subnets

Layer 3 rauting
The folowing Layer B mousng sarvices are supparted

« Statie 1P routieg piosides manually configursd r@oates

» Cial 4fack STATEC PG and PG rouning prosicdes simple
manualy configurad Pwd and P routing

s Dual P stack mainfains separate stacks fee iPvs ang
IPvd fo ease the fransition from an IPv-onky network
toan [Pvd-anly nefwork design

Hulticast

= |GRIP Snoinping 3lkeess mudtpla VLARS to receive
the same [Py muticest traltic, bessening netwark
bandwidth demang by reductng multiple streams o
mach WLANK

cmm—

e Multicast Listener Disoossry (MLD) erables discowerny
ol Puwd muticast listerers suppart ML v and «2

= Intemet Geoup Managermsent Protocol (1EHMPD uilizes
Arp-Soarce Muliicast [A5M) 10 manaos Pl rmulticas)
neteorks: supports KGMPLL w2 ard w3

= [P multicast snooping (data-driven KMP) pravents
flogding af 1P multicast fraffi

IPwh capabllities
& |Puty host erables switches ta be managed in an
IPwty netevore

= Dual stack UFys and IPwE) fransiions from [Py o
[Py, suporting cennectivity Ter Barh proocsts

= ML snooping forwards [Pyl multicast raffic to the
approprigte nerface

= [Pyt AL S sepparts ACL and DnS far IPwh
nebwark traffic

® [P Sratic routing

Security

Each HPE Aruba Metworking O 5100 Swiich cormes
with an integrated frusted platform modute CTPRD far
platform infegrity. This enswres the boo? process sfarfed
from a frusted combination of HPE Aruba Networking
¥ Cparating System swirchas. Orher secunity

fratures include

= fcopss contml kst LACLY suppart for bath 1P and
IPw; allowws for fithering traffic 1o prevent enacthorized
users from accessing the natwark, o far contraeding
netaork fraflic 1o save resoorees rules can oifber dery
nr permit traffic to be forwarded nules can be based on
a Layer 2 header or a Layer 3 protocal heade

= ACLs also provide Nilkering Based on the &
fiesd, souecedestingiion IF addressisubnet, and
sourpe/destinaton TCR/LDP port numberon a
per-yLAN or per-port basis

= Remihe Aufherication Dalk-in Ve Semyvioe (RADILS)

= Tearninal Access Controllor Access-Contral System
CTALACSS) defeears an authentarion foal wing TCP
with encrypfion of the full authentication mquest,
priveidieg addificnal sacurity

= Management acCess secuniy for bath an- E_Il'l:l off-nox
auihenticamon for administrainee access. RADIUS or
TACACS+ can b used 1o pravigke encrgpmed user
authenticaton, Additicnalty, TACACS+ can slso prowide
acime authcrnizalion services

= Contred Plang Poficing sets rate limif an-¢oniral
protocols to peotest CPU gweripad from D05 attacks

= Supports multiple et authentication methads, Uses
an [EES B02 1X supplcant on the cient in-conjunciion
with a RAOIUS server o suthenticate in accordance
witth industry standards

Fage £
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» Supports MaC-basad client authentcation

» Cancurrent |[EEE 802,13, Weds ard MAC authentscarian
sthemes per swilch port acoephs up te 32 sessons of
IEEE 802 1% ‘Web and MAC suthenications

* BEcure management socass delivers secure encrypfion
of all access methods (CLL GUL or MEE) fveugh
SEHWE, BEL. andfor SHMPYT

= Swatch CPL protection prowdas automate profecton
acaire malicous network Fraffic rging ta shal down
the switch

= [CRIF throtting defeats ICMF denial-of-52rvice attacks
by enabiling any Switch poare ro auloemarically thearike
ICHP traflhc

» |dherstimy-driven ACL enables englementation of a
highly granular and flexible eorass security poloy
ard VAN assgnment spectic to sach authenticanad
netwrk wser

= 5TP BFOU post protection Blocks Brdgs Protocel Dara
Linits {RPDLEY an ports that do not requirg BPDLS
pressenting forged BEPDU attacks

® 5 TF n0d quard profects The medr Bridge from makious
atacks or configuration mistakes

= [ynamic ARF protection blocks ARP broadeasis from
urauthorized hosls, prevening eavesdropping o theli
of matwiork data

» DHCP (zroepmg) pratection blocks DHCP packets
freen unauthorized DHCP servers, nreventing dendai-
al-service aftades

« SLpoarts DHCP v Rolay

» Part security alows acoess only to specified MaC
acddrewses. which can be learned or specified by
the adminisiratar

= pAL addness lockout prevents pariculas configured
MAL addrassaes from connecting ta the retwork

e Spurce-port filtering allows onky spacified parts 1o
COMmmMmureCare with each ather

= Secureshell encrypts all tranemitted dats for secae
remale CL accacs ower 1P natworks

= Secure Bockers Layer (S50 encoyprs @ HTTP
traffic, alowing secure access 1o the browser-based
raFagement GLI i the swirch

= Secure FTP allows secure file tramsfer 1o.and from the
switch; protects agairst unwanied file downloads ar
uraufhorized copying of 8 saitch configuration e

= Critical Authenrication Role ensunes that important
infrastres ture deviees such &= P phones ans
alowed nadwork acoecs ewven in the absence of 3
RADIILIS sipar

« MAT Pinring lows ror-chatty egecy devioes fo shay

cmm—

auihenticated by pinning chant MAC addresses fo the
part until the clients logolf o get dsconnectad

= Segurity banmer displays 8 customized seourty policy

wibien usess log inia the seilch

 Chemarmic (Pt Lockdowm works with DHCP profecton
to block fraffic from unauthorized bosts, prevennng 1P
souroe gadress sponfing

= DHCF srrart redey allgws the DHCE relay agent o use
secondary IP addrisses ahen the DHCP serer does
riat reply the OHCP-OFFER message

Convergence

» LLOP-SED (Media Endpoin Drcovend defings a
stendard exiension of LLOP that stores values for
parameters sach ay QoS and VLAKN to auiomatically
corfigure network devices suchas IP phones

» Pk alocarions suppars midiple memods Gllocanon
by usage or clzss, with LLDP and LLDEMED)
to allocate PRE power for mere efficsnt power
manapemant and enangy sangs

w Auifey VE AN canfiguration foe wolce BADIUS WLAN:
uses 3 standard RACHLS attribute and LEOP-MED to
automatically configure aWLAN for IP phones

= Supi1s COP¥2 1o configurs legacy B phanes

Additional information
= Green inifiative support for BoHS (EM S0582:2012%
grud WEEE reguiations

Cugtamer firgl, custamsr last suppart

Whan wour nebaark & impockant by Bosiness
then pour business needs the hadking of HPE Arvha
Metworking Support Services. Partner with HPE Aruba
Menworking product experss fo Increase your feam
productivity, keep pace with technology advances,
software releases. and oiotan break-fix support.

- Foundation Care for HFE Aruba Nefworking support
services includs pnonty access fo HPE Aruza
Mitworking Techracal Assistance Canter (TAC)
onginears 14T IAG, flenible handware and onsito
SuppaeT apfions, and total coverage for HOE Aruba
Metworking precucts. HPE Ardna Metworking
switchas with asskined HPE Aruba Matwarking
Cantral subscriptices benefit with aption for
adctional hardware supgeet anly

—HPE Aruba Metwarking Pro Cane adds last acoess 1o
senior TAC engineers, who gre assigned as a =ingle
poin of camtact for case management, reducing ihe
time spent addressing and resaleng (5smees:

For compiefe details on Foundatien Care and Pro Care,
please visit: arubanahworks com/supgort-services/

Page 5
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Warranty, services and support
« Limited Lifesime Warraniy, see arubdneiworks.coms

relezse and feaiures, please wisit the HFE Aruba
Merworking Cx Operanndg System Switch Softwarne

sUDDT-5e ivices‘oroduci-viarmantiesy for warranty
ard support informaion induded with vour product
purchase

# For sl Pware relesses and decumentaikan, refes bo
b bwna ks ooy dinemicads

= For more ditaiked infarrraton on HPE Arsba
Metworking O3 Operating System soffwars

Decumeriation Foriz!

» Expaice and compare swinch teapures for each platiom
awd safrware release an ihe HPE Anula Melwoking
Srylich Feariure Hd-."EI-\'.H

s For support and serviges information, visi
dtubametworks comsupport-sendces)

Specifications

HPE Arulba Metworking 100 856
CLL LEFP+ TLIAW Switch [RIYOLAY

HFE Aruba Herworking 4100
405 Classh Pol L8RP+ 3T0W

Switeh LILATSAD

HFE &ruba Metworking 8100 486
LEFPS Sewitch (ILE&TEAY

Description

Pawer supplis

&8 ports 10 DOV OOOBSSE-T

Class & PakE Porrs

4 110G SFP Pormg

Lupperts PoE Shardands IEEE G023 Taf
EQF Tai

1 LSHE-C consaky proet

T LISE Type-A Host port

Frapesd - pecrasr sLin pby
Up e JGO0W al Clays & PoE Poser

&fx ports 1100 I0CARASE-T Pares

e DEI10G SFP parts

S:pports PaE Slardands BEE 500 Za,

B2 Tt
18 LSR-C Ciorgole Paire
15 LISA Type-A Host port

Flrod poswes supply

Lip o F700 of (lass & Pk Powsar

& poris WO G BASE-T Foris
G 100G 5P ports

1 USE-G Consale B

1x USE Type-& Hist port

Fsad powsr supaly

Fary Finesd lars Fimsid lams Fimiagl tars

Physical characteriatics

Dimensioas CHY 439 o & [(Hl16.3% cm [HY 4.35% cmi
O G TR Cm s W &3 cm L4 2cm
O T2042 cm {00 504817 cra (O 24,76 £

Configuration weight
Additional specificatians
CPU

Memaory and flazh

Packat bufisr
Performance
Model switching capacity

Model throwghput
capacity

Aﬂﬂﬂ-.l.llll'hl
(LIFO-bd-bytes pacoets)

Switched viriual
Interfoces {dual stack)

IPwh hoest table CARPY
IPwh hast table (MDY
IPwh umicant roufes

IPwl unlcast roules

cmm—

14« 13770

4, ¥ g (10056 Tosd

Dual Core ARM Corfex AR G
LORS GHY

& GELORRS
1ty GB aMMT

IMEB

1Tt Gl

5.6 Mpas

1 Ghpe 1 9
10 Gl 1 AjSes

14

L

13

B

{173 wlfd w 12.07

202 m111.07 bsd

Dial Cove ARM Cartex A9 &
14 GHT

& GHODES
1¢ (58 abaMC

iMH

176 Ghpd

8.6 Mpps

1 Ghgre 1%uBar,
10 G 1 BSes

i R o e A AR i |

347 kg (754 Ibad

Dl Core AR Cortes A9 @)
1. 0085 GHE

& GA DOFZ
15 GH et

1MB

170 Ghps

Q8 & Mops

1 GhEps 1t oc
10 Ghv: 76158

1t

1,024
Siz
51z

ali



Specifications

Fage 7

HPE Aruba Networking 100 S06 HPE frsha Netwarking &100 HEE fruba Metworking 6100 408G
CL& B5FP+ TA0W Switch (RTYD4A] 486G Classs PoE 45FP+ 370W &5FP+ Saltch (MLATEA)
Switch (JLETSA)

HMALC table capacity Ei71 8,393 8,152

IGMP groups 53 532 517

MLD I:rul.l:u 517 512 513

IWIFMHMH‘.‘L 25601 207254 FEAF 2B E5S b=t T s Mt

arifries [Irgress)

Envwiroaiment

—_— e

Operating temperature ITF o AFFOMC 0 45 up o 32°F i 113°F 00°C da A5 Cup 1o I2°F to 123°F {0°C fa 45700 up bo SO0
SO0 1 (15 kmy derate by 140 fior SCRHI 1.5 kmi derdfe by 1°C loe fr 1.5 o) derare by 150 dor avesry 100G
eyEey OO0 M CF05 m0 Pram SO0 T Ewier s 000 I (305 o rovm SO0 Fr 508 mi fnam S002 015 kml 1o
£1.5 kmata TOCEE fHE5.0 om) C1.5km) o DO B L8 ) kg TR 5 S KmG
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IEC/EM BX5bE-1: 2014

IEC/EM £2388-1: HE

1A, £ 368-1 2004, 2nd Ed

ThA T2 Noy o 568-1-14, Zrd Ed.

IEC/EN &1 563-1 201

IEC/EN &3563-1 2018

WL &F56A-1: 014, dnd Ed

C5A L2 Mo a2 3ed-1:14, 2nd Ed,

IELEN S 368-1. 2014
IECEN a2288-1: 2018
LIl &2 348-1 Miis, Ind Ed.

C54 CEL Mo g2388-1:04, Zrd BEd,

I]

VICCIEPR 53 Clask A

CHS 15936, Class A

FOC CFR &7 Parr 15, Chas &

EM BE0E2: 20 511 2000
CisPR=30 Chss i

HESD0F ke - 20020, Cliss A
ALMNED CISPR 32 2015 Jass A

WCCI-CIEPR 53, Clacs &

CMS 159%4 (ass A

FLOC CFR 47 Part 15, Class &;
EN 5505220250411 I
(PR32 Class &

HCES-002 Isups 7- 20030, Class &
ASNIS CISPR 32 3010, Cass A

WCTI-CES PR T3 Clacy &

CHS 155048 Class A

FCC CFR &7 Part 15, Class &
ENS5022: 304 5/A1 1- 2030
CIePR32 Clazs &

ICES-D03 Issue 7 030 Class &
ASMZS CHEPR 32 2015 Class &



Specifications

HPE fruba Networking $100 L0G HPME Aruba Networking 8100 HEPE fAruba Metwarking 5100 486
CL& E5FP+ TEOW Switch (RVYDGA] LHG Classdk PoE 4SFP+ I70W E5FP-+ Salteh (ILATEA)
Switch (LATSA)

Lasers
IEC/EM &0875-1: 3014, Class 1 [ECJEN 80825 1201% Clage 1 IEL/EN S0825-12014 (ass 1
Class 1 Leser PraductsiLaser Klasse 1 Class 1 LaserProductsilases Elasse T Class 1 Laser Prodiues siLaser Kisser 1
CAppicakie r sCessornes=={phcal Lagpleable for aciessomes—Cpliial Cappiicatia Tor aocessarias =Dprical
Tramsceiwers oriky Trarses vees army] Trarmo=rersanly

Immnenity

Generic CEPR I 3014 CIPR 15 211 CISPR 35 Hiia

EM Er B5035- 200 A 112020 Er 35035 203711 2020 EM SS0353: 200 711 2030

ESD EC S10000-4-2 IEC £1000-4-2 IEC £2000-4-F

Radiated 1EC &10K00-2-3 IEC &1000-4-3 IEC 52000-6-5

EFT/Bursi IEC 8100044 TEC A1000- 45 IEC $3000-4-4

Surge IEC 8100 0--5 IET £1000-4-5 IEC &3000-4-5

Comduced IEC #1004 IEC £1000-5-8& [EL &1000-4-4

Power frequency |EC 81000-4-8 IEC £1500-&4-B |EC &3000-4-H

magntie fiald

'd'l:ll'l‘-l-m d'pl and [EC SO0 0-4-11 IEL &1000-5-17 1B &3000-%-11

imterruptions

Hasrmenics IEC FEN H3C000-3-2 ER S3000-3-2, [EC 100032 El 61000-3-2, B 41000-3-2

Flicker 1EC #EN 61000-3-3 EN &1000-3-5, [EC &1000-3-3 EM S1000-3-3, 46C ¢3000-3-3

Muowsmnling amnd enclesure
Meuints iman Eh-standard 19-nch Movnts in an Elf-stardand E5-irch Feuts inan El&-standard 159-inch
=D I3k OF equigimsni 3 TRl Bk ar poupmen cabingt PEICO IRCk ar squpmant cabirs
{rack-mouniing kit mcloded [rack-maurhng ke inchkded] {rack-mounting kit mduded)
horizomasl aurfoce mourdirg hertontal sudlade mounking Farzceral sudace maurhing

wall moLnreg

Specifications

HPE Arsha Networking 5100 HPE Aruba Hetworking 4100 246G HEFE firuba Metwarking 8100
166G Classd, Pof L5FP + 3T0W LEFP + Switch (JLATEAY 126 Classé PoE 2G/25FP + 150W
Switch (JLETTA) Swilch (JLETRAD
Description b pors 1000 IOC0RASE-T Ports Phw pocls TPION IOD0EASE-T Podis 1 2% gmorts TOR00 1 DODEASE-T Ports
e 105100 5FF parts dn 10100 5FP porfs £ 100 SFP ports
Supports PoE Slandards IEEE BOE Zal,  Ix USB-C Corpole Por 2x IGID0FI000BSSE-T poerts
B2 5 1x U8 Type-& Host port Supports Pot Srandards 1ESE 802 3al
1x LSB-C Carsale Por a02, 3at
14 LISE Tyme-A Hest part 1% LESE-L Cansos Fort
1x UGH Type-A Hosr pord
Pawer supplas Fisad prraer supply Fraad powveer supaly Fine pronmar iy
Lip to 370 of Class & Pok Prover i s 135% of Class & PaE Power
Fans Fiserd Fraires Fised fans Farfiess



Data sheat Fage B
Specifications
HPE Arvha Metworking §100 HRE Aruba Metworking 100 246 HPE Aruba Metwarking S100
140G Classih PoE &5FF + 170W R5FF + Switch [JLATEAY 130G Classh PoE 2G25FF « 139W
Swribch (ILATTAY Switch (JLETHAN
Physical characteristics
Dimenticns THO L. 39 om (HI & 3% cm HI & 38 ¢

Configuratian weight
Addifional specificatians

WAL om
{00 H50EE om
{175 %174 0105473

i, 19 (. gl

(ks o
() #0.12 cm
(7% x 174 0 TR

FAE g (5.7 had

80 25 4cm
[ 25.5cm
(175w 100 1 LONDET)

278 kg (4173 Ihed

CPU

Memory and flash

Packet buffer

Performance

Dual Cove AR Corexs A% qo
1,004 CHz

i GE OGRS
16GH bl

iMHB

Ciual Tore AR Cories A9 G0
1004 GHz

& GH BORS
14 GH eMrC

1 ™8

Diual Core ARM Cocfex A% @
1.01& GH2

& GB DORE
18 GB MM

10

Model switching capacity
Model thraughput

Switched virtual
interfaces (dwal srack)

1Pwk st table CARPY
1P hast table (MM
IP%k unicast roufes

1Pl unicant routes

IPwkfiPwe/ MAC KCL
entries {ingress)

Environment
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1 Gbps 1.5E5ec
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LT L
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e
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Specifications

HPE Aruvba Metworking 4100 HPFE Arsha Metwarking 6100 256G HPE Aruba Metworking 6100
266 Clagsh PoE A5FP+ 3T0W 45FPs Switch (JL&TAAY 116G Classh PoE IG/25FP+ LI9W
Switch (ILATTA) Switch (JL&THA)

Envircoiment

Max sperating atitude L0000 et 3 Kim el TOCCHT feet (3 k) Mas 10000 Tesd L3 m) Mas

Max ron-operaling L5000 St (.G Wil [<1am 1500 Teed b kimy) Max 15000 Teef (h.d tm) Max
altitude

Aooustic Sound Power, £ = 3.0 Bal Soend Powor L, = 59 Bel Saond Power L =0 Bel
Sound Frassire Sound Pressina Saund Pressire
L.- _Byianery = 25,3 dH S Bystarpder) = J09 48 | Eystanckeiy= O di

Primnsy airflow Lrle-ta-mge Sidi - o -siiha

Electrical characteristics

Fragquancy CiaiHz HybLHz =L

Al:lﬂulll-gl 100-127 WAl fA00- 208 WAC LY 152 F WORL 0N < D WAL ]-'.'l-i 1.5 WAL YA VR

Cument oty BF2 5 A Lod AL A 1. EAME A

Porwrer consumptian bedle; 2 R Idk= 15, 5% Idke 1oty
{230 vAaL) M Paver wio PoEl 527 Max Poar o PoEl S5 e Poswer Owts Pabl 219
Max Paves w'Polx 455'W Pela Pioraver O POE ) 1700

[EC/EM &2 36E-1: DL IEC/EN &23568-1 2014 IELEN 623:48-1 2014

IEC/EM A3 3AET KNIR IEC/EN &3 3881 J018 IECIEN &3RAR1: 2018

UL ol 548-1 004, 2nd Ed UL &2368-1: 2014 Ind Ed UL 62368-1: 2016, Ind Ed.

A 0223 M 62368114, Fred Ed CEACRED Mo 83368114, Snd Ed, CEACED 2 Mo 62368-1:14, 2nd Ed

Emistions

WLCI-CISPR 32, Class & WCCI-CISPR 32, Olass & WCCH-CESPR 32, Class &

CHE 15936, Class A CHG 15756, Class & ChiS 15954, Class A
FCC CFR &7 Part 15, Class A CCC CFR AT Part 15 Class & FCC CFR A7 Pari 15, Class &

EM 55032: 200 5/A11: 2020/ EM SS052: 2015081120200 EN 55032201 5441120200
CEPR-ZL ClEs i CISPR-32 Class A CIEPR-32, Class- &

HES-005 maoe F 2020 Chss A ICES-003 [sage T 2000 Class A ICES-003 1szue 3 2020, Class &
ALMES CISPR 32 2015 Jass A ASHIS CIEPR-Z: 2045, Class A ASMES CEPR 32 2015 Cless &

b

SErS

ECEM &0825-1: 3015, Class 1 IEC/EN S0825-1 200 & Class 1 IEC/EN a0825-1 2014, Chass 1
Chacs 1 Lacor Praductsflasor Klasse 1 Ches L Lason ProguctsLacer Klassa I Claes 1 Laser Producsefaser Kissse 1
EAppicable far pcoessotwme—Ophcsl CAnpleable ot sorss g nes—Opdical CApplicatls Tor accmrea ips— Dipkical
Tramsceivers ook Transcamess ot Trarsoeners anlyl

Imimsusniiy

Generic CEPa 35: 016 CISPR 25 2008 CIEPR 55: W4

EM EM S50E5 201 TA1L 3020 Ely 550552007011 2000 EN S5I35200 v 3000
Fam [EC 6100 0-4-2 IEC &1000-&-2 IEC SA000-4-F
Rt i b 1EL BLCKH 4= TEL S1C &5 | = 8w ln e SLEE
EFT/Burs! IEL B1URH 4= TEL SICLAT- %0 1B GOty

B lEL, B0 045 TEL SO -5 |EC S3000-4-5

£

Conducted IEC &3R04t IEC &1000-5-4 IEC &A000-4-5
IEC £10K00-4-8 IEC £1000-L-B IEC&A000-A-8

Power freguency
magnstic fiald



Data sheat Pege 11
Specifications
HPE frubis Metworking 100 HPE Aruba Netwaorking &100 145G HPE Aruba Metwarking &100
250G Clagsh PoE &5FP+ 3T0W LEFPs Switch CILATAAD 136 Classd FaE IGI2SFP+ 139W
Switch [ILETTA) Switch (ILETIA)
immsuminy
Valtage dips and IEC &10000-4-11 [EC £1000-6-11 IEC £2000-4-11
inferruptions
Harmeonics EM lO00-2-0, EC S1000-3-7 ER #3000-3-2, 1EC 621000-3-2 En S1000-3-2. BC 1000-5-2
Flicker EM &E000-3-3 1B 81000-3-3 EN §3000-3-3, |EC S1000-5-3 ErST000-3-5, 1EC 43000-3-3
mg and enclosure
Migunts i an ElA-standand 19-nh Mounrg in an Els-stardand I9-inoh Poweiry inan ElA-siendard 159-meh
teloo rack or nqupmment cabinel telcn mck ar pgupmrent cakbinm token rack ar sgupment cabinet
drack-munnng kit includad (rade-maurting kit incloded): track-mounting kir inchad ed};
horiponea Surfasce maunting horizonrs surlacs mounting Friziantal slfacs mourhing
wal auriting Kensagion Securing SHr
Standards and protoecols = BaMPLD Smooping
RFC 1591 DS (chen
P s e « REC 8201 Pith MTU Discovéry for [P
« S5HWEESHYE Secure Shell

» [EEE 802,10 MAL Bridges

v IEEE BOZ. 1o Prigeity

« |EEE 802,10 VL ANS

« |EEE 802 15 Multiplies Spanming Trees

e IEEE B0 1w Rapid Recondfipuration of Sparceng Tres
¢ |EEE BD2.5 Type LOBASE-T

« |[EEE BOZ, 3abh 1000BASE-T

* |EEE 802 3ad Link Aggragstion Contigl
Protacol CLACF:

« |EEE B0 3at Poveer aver Efhernel

= |EEE 202 Baz Enengy Efficient Etharned

¢ |EEE 802. 22 Flaw Conirc

« BFC ToE LADE

« RF 7B TFTP Profocol (revision 22

» RFEC 192 WP

« RFC 793 TCF

v BFC B0 ARP

« RFEC 1350 TFTP Profocal frevimon 10

¢ RFC 2131 DHCP dhent

o REC 4330 Sirvisle Matwork Tiers Brotecal CSNTED
e BHRC 951 BOGTR {YLAMN 1 Only)

o RRC 15467 BOOTP Extermaons (VLAN 1 onbed
¢ WP RGPS

cmm—

= RFC &80 IPwh Specifcanon

« AFC 3925 Remote Operaticns MIE (Fing onkd
= RFC 3515 DHCPws [olent ok

» HEC 3513 1Pwh Addressing Architecture

= RFC 3504 DS Exdengian for [Peb

= RFC 3174 5Flow

e RFC 4023 MIE far TCP

= RFC 41173 MIB tor LD CPariiakiys

= HFC 4251 55Hwh Architecture

= RFC 4252 S5Hw6 Authentication

e HFC 4253 S5HwS Transpart Layes

& HFC 4254 S5HwA Conmection

o REL 4263 MIE lor P

« BFC 4419 Ky Exchangs for 55H

e REL defrdd KOMPY0

» BFEC 481 IPwh Meghbar Dascovery

« RFC 4862 IPwe Stateless Address Aulo-canfiguraton
= RFC 1213 MIB

= AFC 1493 Bridge MIB

= HFC 2675 BO2, 1 IEEE B0 10 Bioos MiE
CFartial suppart. MIB abjects sesmparfed
2Bl 1BndgeBasePort ieeeBl21BndgeBasePort,
e B0 1 BridagePortrpaoml ime.
mesdll 1ErdgeFortMrpLeaveTime,
et 1 BridgePortMrpLeavesl Tirme)



Data sheet

» RFC I727 Entiry MiB
» RFC 25463 The Imerfaces Groug MIB
» |[EEE BO2.1AB Link Layer Discovery Protocal (LLDFD

« RFC 3058 & Simple Metwork Management
Pratocal (=M

« AMESITLA-105T LLOP Media Endpaint
Crscoeery (LLOP-MEDD

« SHMPul e

= RFLC 2839 Fourgroups of RMOe 1 Cstalsticsl 2
{ristoryl 3 Galarm)and 7 {evernts:

* RFC 1095 A Simple Network Managesmnent
Protocal (SHMP)

= RFC 2474 DiffSaery pracedence, with 2048 queues
per port

» RFC 2475 Diffsery Architeciure

= BFC 2557 DiffSary Avsured Fansarding (AF)

» REC 2558 DiftSery Expedited Forwarding (EF)

« |EEE 803 1x Port Based Metwork Aceess Cantrol

« RFC 18%2 TACALS+

» RFC 2138 RADIUS Authentication

= RFC 2860 RADIUE Accountinug

s Serune Sockets Layer (5503

HPE Ariiba Hebaorking CX 5100 Switches and

accassnries

Switch models

« HPE Aruina Metworking 100 480G Clesch PoE &5FF
TEOW Switch (BSYOLERY

» HPE Argta MNetworking o100 ¢8G Classh FoE &5FP+
T Swnich CILETSA)

» HPE Aruba Mefworking 5200 486G S5FF
Switch CILEThA)

= HPE Afiima Matworking 200 266 Classs Pak 45FR4
T70W Shrlch (ILETTAY

« HPE fruta Metworking G100 2506 45FP
St (L ETEAD

# HPE Arita Metworking d 200 1206 Classs PokE
20255 139 Switch CRLATGAS

Accesspriag
= HPE Arndoa Merworking X511 12-port Cable
Guard (IL7E2 4]

= HPE Afima Maetworking $514 1L Unbwersal S-pos
Rack Mount Kit (195836}

= HPE Aruta Matwarking LISE-A fa BUILAS PC-ro-Bwedich
Cable (ROGAZAY

cmm—

» HFE Aruba Networking LUSHE-& 1o Bl45 PINITE- AR
Cable (REZETA]

= HPE Aruba Hemworking LUSE-A& o LSE-C PCp-Swiich
Cable (RIIZZAS

« HPE Aruba Metworking LUSB-C 10 USE-C PC-10-Switch
Cable [RJF3A]

Cablas
& HPE firuba Netwarking 106G 5FP+ to 5FP+ 1m DAL
Cable Cigealin

= HPE Aruba Hetworking 106G SFP+ ta SFPF 2 DAL
Cable 52830

Transceivers
« HPE Aruba Hetworking 16 5FP LC 2X S00m MMF
Transceiver (135805

= HPFE #ruba Memworking 15 5FF LC LM 10&m SMF
Transeeiver [ MG

= HFE Aruba Metworking 15 SFP RIS T 100m Catbe
Transceiver (BT IO

« HPE Aruba Hesworking 100G SFP+ LC SR 300m MMF
Transospear (1915000

« HPE Aruba Netwoiking 1006 5FP+ L LR 10K SMF
Transoerver LIYLSIEDR

Software

= HPE #ruba Networking Switch Multi-Edit Goltware
Single Mode: 1-Year {ILATAAE}

« HPE Aruba Metwarking Switch Multi-Edit Soltware
Sirghe Mode 3-Years {ILALOAAED

HPE Aruba Netwarking Ceniral foundation licenses
= HPE Aruba Hetwarking Central 25081000 e
12 port Swich Foundation 1-vear Subscrphion
E-5TU (0¥ valAAE)

= HPE #ruba Netwarking Cenifral 255810008 1o
12 part Swiich Foundation 3-¥ear Subscriplion
E-STU (ORYESAAE)

= HPE Aruba Matworking Cenfral 250410008 e
12 port Switch Foundation 5-Year Subscoription
E-STU (09 FOMAE)

» HPE Aruba Networking Central 25010008 1
12 port Swetch Foundation 7-Year Subscnption
E-STULIFYT1AAE]D

« HFE &ruba Hetworking Ceniral 2500410008 1o
12 port Smich Foundation 10-Year Subscription
E-5TU Y T2AAED

= HPFE Aruba Networking Ceniral Zin-Premises
2500 to 12 part Switch Foundation 1-Year
Bubsorprion E-5TU (REUTFIAAE]

= HFE Aruba Hetworking Central On-Framizes
25O 1008 to 12 port Swilch Foundation 3-Year
Subscription E-5TU (R&UFLAAED

Pege 12



